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Course Description

Y FortiSASE Administrator

In this course, you will learn how to use FortiSASE features, including policy types,
endpoint profiles, and security profiles. You will explore FortiSASE deployment,
user authentication, use cases, and monitoring. You will also learn how to protect
your web traffic and Software-as-a-Service (SaaS) applications using content

inspection, such as antivirus, web filtering, application control, and logging.

Product Version

¢ FortiSASE 25

e FortiOS 7.4

¢ FortiClient 7.2

¢ FortiAuthenticator 6.5

Course Duration

e Lecture time (estimated): 5 hours

¢ Lab time (estimated): 5 hours

¢ Total course duration (estimated): 10 hours
¢ 2 full days or 3 half days

Who Should Attend

Networking and security professionals involved in the design, administration, and management of FortiSASE-based
network deployment should attend this course.

Certification

This course is intended to help you prepare for the Fortinet FCSS - FortiSASE 25 Administrator exam. This exam is
part of the Fortinet Certified Solution Specalist - Secure Access Service Edge certification track.
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FortiSASE 24 Administrator

Prerequisites

You must have an understanding of the topics covered

in the following courses, or have equivalent experience:

e FCP - FortiGate Administrator
e FCP - FortiClient EMS Administrator

Lab Prerequisites

To run the labs for the FCSS - FortiSASE Administrator
course, you must have access to the following URLs:

* https://training.fortinet.com/
 https://fndn.fortinet.net/

Agenda

Deployment

User Onboarding and Additional Features
SIA and SSA

Security and Endpoint Profiles

Secure Private Access
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Monitoring and Troubleshooting

Objectives

After completing this course, you should be able to:

¢ Describe the SASE architecture

e Construct FortiSASE deployment cases

* Identify the SASE components

e Describe the Fortinet SASE solution

* Integrate FortiSASE into a hybrid network
e Describe the different FortiSASE solutions

¢ Describe different authentication methods on FortiSASE

e Configure zero trust network access (ZTNA) with
FortiSASE

« Configure security profile groups and security
components

» Configure different types of FortiSASE policies
¢ Deploy supported FortiSASE use cases

» Configure FortiView monitors

¢ Configure and generate reports

» Configure dashboards

Training Delivery Options and SKUs

Instructor-Led Training

Includes standard NSE training content delivered in
person onsite, or live online using a virtual classroom
application. Training is delivered within public classes
or as a private class. Private requests are scoped,
quoted, developed, and delivered by Fortinet Training
(minimum quantities apply).

Contact your Fortinet Resellers or Authorized Training
Partners to purchase this course.

Self-Paced Training

Includes online training videos and resources through
the Fortinet Training Institute library, free of charge.

For training and lab SKUs, or additional purchasing
information, refer to Purchasing Process.

ISC2

e CPE training hours: 5
e CPEIlab hours: 5
¢ CISSP domains: Security Operations

Program Policies and FAQs

For questions about courses, certification, or training
products, refer to Program Policy Guidelines or
Frequently Asked Questions.
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